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Introduction

Dear Sandi,

Here is the pricing breakdown for the virtual event upgrades on top of what you have already contracted for.

May 12 – 14, 2021
3 days / 45 Sessions / 3 breakouts

Current Modules Under Contract

• Scorecard Standard
• Speaker/Education Harvester PRO
• Poster Harvester
• Expo Harvester PRO
• Mobile App Standard
• Survey Magnet Standard

Upgrades / Changes / Pricing

• Mobile App (AHME plans to remove the Mobile App project and no charge/credit to AHME based on CadmiumCD not
doing any labor on this project)

• Add Website PRO Itinerary Planner for Virtual Event
• Upgrade to eventScribe LIVE platform and design
• Virtual Expo for Exhibiting / Sponsor Companies to engage with attendees
• Add CadmiumCD Livestreaming Services

Products Added Upgrade Pricing

• Website PRO Itinerary Planner up to 45 sessions = $5,075
• eventScribe LIVE includes tile design/ARS i.e. Q&A plus Discussion Boards/Video Chat up to 20 hours = $4,000
• CadmiumCD Livestreaming current pricing based on $2,750 per day / channel.

Estimated number of 3 days and 3 channels per day = $24,750
NOTE: Concurrent sessions can be produced as OnDemand sessions and pre-recorded in Speaker/Education Harvester.
(AHME can reduce livestreaming fees)

• Virtual Expo Hall and Package based on 25 companies including lead retrieval, video chats, marketplace up-sell packages
= $3,750

• Virtual Poster Gallery with recordings/attendee voting for up to 40 Posters = $900
• ePoster Gallery on eventScribe LIVE platform up to 40 Posters = $2,800

TOTAL Virtual Event Additional Upgrades = $41,275

Thank you!

Joe Felperin
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This proposal is valid for thirty (30) days from September 29, 2020.

For any questions regarding this event technology proposal and CadmiumCD services, please contact Joe Felperin via email
at joe@cadmiumcd.com or phone at (240) 802-2143.
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Executive Summary of the CadmiumCD Platform

eventScribeLive is a highly customizable platform that can include:

1. Virtual Event Platform: A mobile responsive website that is available for 12 Months. The platform is integrated with
CadmiumCD's speaker/presentation management system called the Education Harvester as well as CadmiumCD's
exhibitor management system called the Exhibitor Harvester for instant, seamless data updates. The platform can be
integrated with 3rd party vendors for attendee single sign-on, and it is accessible on all browsers.

2. Live Streaming: CadmiumCD's Audio Techs work directly with the speakers to livestream presentations for up to 20,000
attendees at one time. Livestream sessions are then recorded and can be made available for on-demand access.

3. On Demand Presentation Sessions: Speakers can be invited into the Education Harvester to submit their presentation
and record themselves speaking slide-by-slide right inside of the harvester itself. These recordings can be made available
to attendees on the Virtual Event Platform.

4. ePoster Gallery: Poster presenters can be invited in the Poster Harvester to upload details about their eposter, their
digital poster and an audio recording that is made available on the Virtual Event Platform. Attendees can browse through
the posters in multiple viewers, including a thumbnail gallery.

5. Audience Engagement Tools: Attendees can ask questions to the speaker, engage in a discussion board and share their
webcams to connect via video chat.

6. Virtual Expo Hall: Attendees can browse through company listings, access company materials and interact with company
staff. Exhibitors can include items like product videos, brochures, videos and giveaways through purchase and
management in the Exhibitor Harvester. Exhibitors can monitor attendee participation and access lead retrieval reports.

7. Networking Opportunities: Unlimited networking lounges can be created for attendees to connect in a free or topic
based discussion.

8. Continuing Education Tracking: Attendees can complete session and speaker evaluations and obtain credit and CE
certificates associated with their participation and evaluations.

9. Virtual Event Reporting and Statistics: Multiple reports and graphs can be generated in CadmiumCD's platform to
show activity and participation as part of the virtual event.

10. Project Management: A Project Team is assigned to work with the Client from start to finish. The Project Team helps
with implementation of all components, including speaker management, the platform build and livestreaming.

11. End User Support: At any point in time, attendees can call, email or submit a ticket to CadmiumCD's in-house technical
support team.
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Vendor Information

Company Description

Click here for a 30 second overview (https://bit.ly/2PlzQYG)

Established in 2000, CadmiumCD focus on products and services in the event technology industry. CadmiumCD is
headquartered in Forest Hill, MD with other office locations including Washington, DC, Chicago, IL, and Anaheim, CA.

CadmiumCD's platform is built to ensure clients' goals, despite their complexity and uniqueness, are met with innovative
solutions, allowing clients to meet project timelines while saving their teams time and money. In support of this mission,
CadmiumCD has built an integrated product platform as a way to reduce confusion and streamline communication, bridging the
knowledge gap typically caused by using multiple vendors.

CadmiumCD's virtual event platform called the eventScribe Website has been used for the past eleven years. This year, clients
began transforming their eventScribe websites into virtual events, while using tools launched by CadmiumCD in 2020.

Across our 450+ clients, we work on 2500+ projects per year grouped within the following products:

• Abstract Scorecard
• Education (Speaker) Harvester
• Exhibitor Booth + Sponsorship Sales
• Exhibitor Harvester
• Logistics Harvester
• Exhibitor Floor Plan
• eventScribe App
• eventScribe Website
• ePoster Gallery
• Survey Magnet
• Conference Proceedings
• Audio Recordings (since 2003)
• Live Streaming
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CadmiumCD Team

This solution includes Virtual Event and Live Streaming project managers.

Marianne Bryant, Virtual Event Website Project Manager

Marianne has been working with SBM since 2019 to setup the Education Harvester which up until now was
used solely for the purpose to pull accepted abstract data into the Harvester where a 3rd party vendor
could pull the schedule. She will help process all requests related to speaker management and the build
out of the virtual event website. She will help with training the Client staff, guiding the staff through the
process of implementing the virtual event. Marianne will provide training to users on all aspects of the
Virtual event site, including the expo hall, administrative tools, and website management.

Shannon Delaney, Livestream Project Manager

Prior to starting at cadmiumCD, Shannon was a Senior Account Manager in the live events industry
focusing on conventions and trade-shows. She has been in the Conventions industry for the past 13 years,
prior to that was an intern at Disney World. She has a bachelor's degree from The University of New
Orleans in hotel, restaurant, and tourism. Developing strong relationships is the foundation of everything
she does, both professionally and personally.

Shannon will lead the audio team in servicing the Client speakers before and during the event, including
tutorials for speakers on how to best present themselves during the livestream and ensuring smooth
transitions and proper day-of execution.
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Interdepartmental Operations

Customer Service: Customer support is available to the Client's end users. Customer support contact information is displayed
on every page available to the Client's end users. The customer service team will process phone calls and support tickets from
submitters, reviewers, and speakers. The customer service team is available Monday - Friday, 9 am - 5 pm EST. After hours and
onsite support can be provided based on the contractual agreement. Sometimes, CadmiumCD's customer service team will
recognize patterns in the questions and feedback submitted from end users. In that case, the support team will relay those
patterns to our Project Management team who will analyze them further with the Client to potentially identify, if applicable, a
better solution.

Development: CadmiumCD's development team works in two mindsets: creating and problem-solving. Often times, these work
hand-in-hand. During the Client's tenure as a client, administrative users may relay system improvements to their Project
Managers. Additionally, administrative and end users may find bugs or issues while using the system, which should also be
relayed to Project Managers. Project Managers will enter these features and issues into CadmiumCD's Project Management
system as development requests. Depending on the nature of the request, the time to process the requests could span from
minutes to months. At any rate, the development team is constantly improving the system and all improvements are shared in
monthly user group meetings.

Operations: The majority of work conducted with the Client will occur among the operations team. This team consists of the
Client Experience Manager, the Project Managers and Project Coordinators. The Client Success Specialist and the Project
Managers will work together to ensure the goals and timelines of the project are being met. The Project Managers will oversee
the processing of all requests submitted by the the Client administrative users. Administrative users will communicate directly
with Project Managers and the Client Experience Manager. Project Coordinators support Project Managers in processing
requests submitted via CadmiumCD's ticketing system.

Sales: Initial conversations between the Client and CadmiumCD are had with the Sales Manager and team. The Sales Manager
will provide the Client with various solutions to needs, resulting in the creation of an agreement. Should the Client pose
questions or needs that speak to specific tools and features in the products, the Sales Manager may need to secure clarification
and feedback from the Project Management team. The conversations and agreement are documented and transmitted to the
Operations team once the agreement is signed.

AHME Institute 2021 Virtual Conference Product Upgrades Association for Hospital Medical Education

September 29, 2020 9



3 Major Benefits

1. CadmiumCD is a Software with a Service. Each Client is assigned a dedicated team of Project Experts. Clients can depend
upon their Project Managers for guidance from implementation until after the event has concluded. Each Project Manager will
provide help in the set-up and management of data as well share best practices given their experience working with many
events. In addition to the Project Management Team, CadmiumCD's services include a Technical Support Team, readily available
to assist a Client's end users with their questions.

2. CadmiumCD is a leader in event technology innovation. Originally developed as a solution for Conference Proceedings,
CadmiumCD's platform has grown to handle and elevate some of the most complex event structures conforming to the rigorous
standards of many of its medical and scientific societies. CadmiumCD is recognized and used by some of the event industry's
leading associations, including the Professional Convention Management Association (PCMA) and the International Association
of Exhibitions and Events (IAEE).

3. CadmiumCD is an integrated platform. One of the key benefits of using the CadmiumCD platform is that CadmiumCD's
content management system called the Conference Harvester feeds the speaker and exhibitor content that populates attendee
facing products on the eventScribe product line. This means when an update is made in the harvester by an administrator,
speaker or company, the update is reflected on eventScribe products. Simply put, updates are made in one place.
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AHME Request for Proposal and 

Virtual Meeting Vendor Profile Questionnaire 
 

Vendor Name: CadmiumCD 
 

Web Page: https://www.cadmiumcd.com/ 
 

Address: 19 Newport Dr., Ste. 101 
 

City: Forest Hill State: MD Zip: 21050 
 

Representative/Contact: Joe Felperin 
 

Telephone:  (410) 638-9239 Email: joe@cadmiumcd.com 
 

#Years of Experience with Virtual Meetings: 5 
 

#Years in Business Providing Virtual Meeting Services: 5 
 

We have categorized the functions that are most important to our organization below.  Please complete the 
questions as to functions within your software.  Specific details may be requested. 
 

 Features for Institute 
 

Availability May 12-14, 2021:  ____Yes  ____No  ____Maybe 

 Session Abstract Collection/Review/Scoring 
Y N ?  
x   Submission Link 
x   Able to be specifically set up for abstract submission using AHME preferences 
x   Database of Submitters and Submissions for download to Excel and PDF (narrative info) 
x   Abstract Review Module to be deployed to team of reviewers 
x   Report of outcomes available in a downloadable format 
x   Ability to produce mass communication email for communication with abstract submitters 
   Describe the setup time, knowledge and capabilities for staff to use successfully:   

 
 

    
 Speaker Materials Collection/Training 
Y N ?  
x   Portal for uploading bios, photos, PowerPoints, and handouts  
x   Ability to pre-record presentations? 
x   Ability to produce mass communication email for communication with speakers 
    
  

Additional Speaker Materials Collection/Training Questions: 
   When presenter updates slides, how quickly is new content visible to user? 

Can be published as soon as it’s uploaded, at client’s discretion. 
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 2 

 
 
 
Describe the format needed for pre-recorded presentations: 
 
PowerPoint slides uploaded into the system. 
 

   Describe Speaker Training Process for both preparation of materials as well as presentation 
of topic: 
 
For livestreamed sessions, a member of CadmiumCD staff would schedule a time to run 
through the platform and familiarize the speaker with features. 
 

    
 Presentation Functionality 
Y N ?  
x   Is there an ability to allow for Concurrent Breakouts and Tracks? If so, is there a limit to 

concurrent sessions? No limit  
x   Ability to do multi-tiered breakout rooms within a session 
x   Does software support a Panel of Speakers for presentation? 
x   Is Live Chat/Chat Export during event possible? 
x   Can the speaker show Live Polls during presentation?   
x   Is there Question & Answer Capability to be used during presentation? 
 x  Are Videos permitted in presentations? 
 x  Whiteboard Functionality within presentation mode 
x   Presenter Screen Sharing to attendees 
x   Is there a Recording Options for later viewing? 
x   Can the recording of sessions be restricted to administrative user and blocked for a viewer? 
    
 Additional Presentation Functionality Questions: 
   What options are there for Integration with another provider such as Zo om or Webex for 

delivery of presentation? We can provide links to external platforms. 
 
 

   Describe process for setting up Polling within a presentation: 
A polling tab would appear along-side the selected streaming window, presenting 
multiple-choice questions to respond to as the session content continues. 

    
 Poster Session 
Y N ?  
x   Abstract Collection in advance 
x   Poster PDF Upload by user 
x   Poster Display Format within Technology 
x   “On-Site” Voting Functionality 
x   Ability to produce mass communication email for communication with poster submitters 
    
  12
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Additional Poster Session Questions: 

   Is the Virtual Poster Session Presentation live or pre-recorded? Pre-recorded – but live 
presentations hosted over livestream are possible, would require a channel be committed 
to that for the time slot. 
 

   When a poster presenter updates poster file, how quickly is new content visible to user? 
Within minutes 
 
 

   Please show how a poster would be displayed to a user and the way an attendee would 
vote on each: 
 

 
 
 

    
 Virtual Exhibit Hall  
Y N ?  
x   Vendor Support Booth Selection & Registration (including payment processing) 
X   Booth Documents available within online booth? 
X   Booth Video Presentations - pre-recorded?  
X   Ability to conduct Live Chat Sessions 
X   Is software able to restrict times that attendees can interact with vendors? 
X   Ability to produce mass communication email for communication with exhibitors 
    
 Additional Virtual Exhibit Hall Questions: 
   What other options are available for exhibitors to display logos (i.e., banners, session 

sponsorships, etc.)? – There are numerous opportunities, See Appendix B “Sponsorship 
Opportunities” section of this document. 
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Describe the exhibit booth functionality: 
 
Exhibitors can enhance/upgrade their exhibitor listing with the inclusion of an introductory 
video, product images, product videos, brochures, special artwork and other key 
information. Video chat with attendees is also available. 
 

   How do attendees leave contact information with exhibitors for lead generation? 
This can be done via “Request Information” buttons that lets attendees contact them 
directly. Or via reporting generated on the platform, the exhibitors can be provided with 
lists of users and their interactions with their booth, including contact details. 
 
 

    
 Attendee Experience 
Y N ?  
x   Is there a Mobile App as well as Computer Access for all content? 
x   Can Attendee create Personalized Schedule  
 x  Attendees must select only one activity per same time period? 
x   Is attendee able to change session selections before event or while event is taking place? 
x   Is attendee able to complete Note Taking on Slides 
 x  Virtual Tote Bag where AHME can share selected items of interest  
x   Can staff communicate via Push Notifications before, during and after event? 
x   Messaging between attendees possible? 
x   Ability to produce mass communication email for communication with attendees 
x   Is there an ability to set up Discussion Boards/Sessions during the event? 
  

 
Additional Attendee Experience Questions: 

   Describe what the site looks like when attendee enters: 
 
Our “Tile” design serves as welcome page that’s customized to match the client’s program. 
Attendees can select the featured content, or navigate via a complete event schedule. 
 

   Describe the Gamification Options (points earned for tasks completed, leaderboard, 
“treasure hunt”): 
 
We offer a “Scavenger Hunt” feature that lets attendees gather points from strategically 
placed QR codes. 
 

   Describe the setting up and maintaining of interactive networking events (ie; fun): 
 
Video chats are a great way to drive attendee engagement and host “fun” activites such 
as happy hours or informal networking rooms. 
 
 14
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Post-Session Functions 

Y N ?  
x   Customizable Session Surveys and Overall Evaluation 
x -   Ability to invoke pre-test and post-test on specific presentation material 
x   CME Tracking 
x   Certificate Delivery (CME and Attendance) 
    
 Additional Post-Session Functions Questions: 
   Describe available reports for staff to evaluate effectiveness of event: 

Most attendee interactions are readily exported for client analysis. 
 
 
  

 
Other Questions: 
 

 Technology Considerations 
Y N ?  
   Does software Requires Integration with Another Provider such as: 
 x       Zoom/GoToMeeting/Webex 
 x       Multiple: 
 x       Other: 
x   Is AHME Branded Design able to be integrated throughout the platform and 

communications? 
x   Are there options to bring in LMS content from other systems? 
x   Are other Integrations for promoting event available such as: 
  x    ACGI 
  x    WordPress 
  x    Social Media – All integrations evaluated and priced case-by-case. 
    
 Additional Technology Considerations Questions: 
   Describe your production support. Are there extra fees involved? If so, please describe: 

 
Please see the Technical Support FAQ page of this document for full details. 
 
 

   What is expected response time for software actions for users within the conference? Ie: 
loading pages, presentations, chat responses, etc. – Our platform is entirely browser-based 
and times will depend on users’ connection speeds. 
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Are there limitations of functions when accessing content from mobile app? If so, what are 
these limitations? 
 
Livestreaming and video chats are linked within the app, but need to be accessed via a 
browser. 
 
 

   Do you anticipate additional bandwidth needed based on attendee numbers and if so, how 
does that affect planning? 
 
No. Attendance will not affect platform performance. 
 

   Describe in detail safeguards for protecting and controlling materials (i.e., sharing access 
with non-paying parties, access recording functionality, third-party screen sharing, etc.): 
Access is entirely at the discretion of the client. Typically, attendees need to access a code 
delivered via email to gain entry into the event or follow unique links to record presentations. 
 
 

    
Service Level (Check all that apply): 
Y N ? Please add pricing to each option selected 
x   Vendor provides BOTH trained support staff and technology application 

Pricing: $41,275 
 x  Vendor provides technology only 

Pricing: 
 x  Vendor provides IT support staff only 

Pricing: 
x   Vendor coordinates and instructs speakers 

Pricing: $41,275 
 x  Vendor provides full management of meeting for duration of the event 

Pricing? 
    

 
 Additional Technology Considerations Questions: 
   What is expected response time during set-up period? 

 
24 hours or next business day. 
 
 
 

   What is expected response time during the event? 
 
A technical support team is available during CadmiumCD's regular business hours of 
Monday – Friday, 9 am – 5 pm ET. The technical support team serves as the first 
responders to end user calls (i.e. submitters, reviewers, speakers, exhibitors, and 
attendees), tickets and emails. 
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How will attendees be supported with IT/connectivity issues during the event? 
 
A technical support team is available during CadmiumCD's regular business hours of 
Monday – Friday, 9 am – 5 pm ET. The technical support team serves as the first 
responders to end user calls (i.e. submitters, reviewers, speakers, exhibitors, and 
attendees), tickets and emails. 
 
 

    
 
Pricing/Fee Structure and Contractual Requirements 
Y N ? Please add pricing to each option selected 
x   Vendor works on a project basis  

Pricing: 
x   Vendor charges hourly rate based on actual number of staff hours worked 

Pricing: 
x   Vendor requires signed contract 
 x  Cost reduction in exchange for sponsorship opportunity 
    
 Additional Pricing/Fee Structure and Contractual Requirements Questions: 
   Please provide pricing for event as described in enclosed materials.  Anticipate users to 

be 500-1000 total for event with sessions including chat function, polling and presentation. 
 
See introduction letter with full pricing details 
 

   Other licensing and user fees:  
Dedicated Support for Attendees = $75 per hour and Dedicated Support for AHME = $150 
per hour 
 

   Deposit requirements:   
50% deposit/Balance due upon final invoice after last day of the scheduled conference 
 

   Refund policy: 
If the client cancels their event, and has incurred fewer than 5 hours of labor on a module, 
the client will be billed only the hourly rate for labor performed.  If the client cancels their 
event, and has incurred greater than 5 hours of labor on a module, the client will be billed 
50% of the Total Fee for that module. No refunds are given on modules that have gone live 
to users. 
 

   Guarantees: 
AHME to confirm definition 
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Referrals: 
 

3 Recent Clients and Meetings of similar activities and size of event 
 

Justin Bartlett 
Director of Programming and Operations 
American Society of Animal Science 
PH: 217-621-7957 
justinb@asas.org 
Virtual Event Site:https://www.eventscribe.com//2020/ASASAnnual/index.asp?launcher=1 
 
Scott Poe, PMI-ACP, CSM 
Senior IT Director, Development 
Association of periOperative Registered Nurses (AORN) 
303-368-6269 
spoe@aorn.org 
Virtual Event Site: https://www.eventscribe.com//2020/AORNExpo2020/login.asp 
  
Gwen Twillman  
Chief Knowledge Officer 
American Society for Nutrition 
240-428-3642 
gtwillman@nutrition.org 
Virtual Event Site: https://eventscribe.com/2020/ASN/ 

 
3 References from Hospital, Medical School, Professional Society, and/or University Clients 

 
Justin Bartlett 
Director of Programming and Operations 
American Society of Animal Science 
PH: 217-621-7957 
justinb@asas.org 
Virtual Event Site:https://www.eventscribe.com//2020/ASASAnnual/index.asp?launcher=1 
 
Scott Poe, PMI-ACP, CSM 
Senior IT Director, Development 
Association of periOperative Registered Nurses (AORN) 
303-368-6269 
spoe@aorn.org 
Virtual Event Site: https://www.eventscribe.com//2020/AORNExpo2020/login.asp 
  
Gwen Twillman  
Chief Knowledge Officer 
American Society for Nutrition 
240-428-3642 
gtwillman@nutrition.org 
Virtual Event Site: https://eventscribe.com/2020/ASN/ 
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Please attach biographical Sketches on Owners/Principals and Key Support Staff – See 
“Technical and Account Support” section of this document 
 
========================================================================= 
 
FOR AHME USE ONLY 
 
SET UP DEMO WITH TASK FORCE? 
 
  Yes 
  Date:  Time:  
   
  No 
  Reason: 

 

19September 29, 2020

Association for Hospital Medical EducationAHME Institute 2021 Virtual Conference Product Upgrades



Harvester + EventScribe Relationship

One of the key benefits of using the CadmiumCD platform is that CadmiumCD's content management system called the
Conference Harvester feeds the speaker content that populates attendee facing products on the eventScribe product line. This
means when an update is made in the harvester by an administrator, speaker or company, the update is reflected on eventScribe
products.
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Conference Harvester

Speaker/Exhibitor Management

As speakers and exhibitors are confirmed and added to the Conference Harvester, they are invited into the portal to submit
additional materials via tasks. Tasks are a collection of form fields, varying from dropdown, checkbox questions to file uploads
and permission forms.

Tasks can vary from one speaker/company to the next on what's needed from that individual/company.

A due date can be assigned to each task. Once the due date passes, the task can be locked down to prevent submission/editing.

Updates in the harvester can be automatically reflected on the Virtual Event Platform!

Sample Speaker Task List:
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Presentation/Poster Upload Task

Presenters can invited into the harvester to submit their presentations slides and eposter (one page PDF). The Client can provide
a template to be used and downloaded by presenter, if applicable. The Client can determine the instructions displayed to the
presenter within the task.
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Audio Recording Task

Once a presenter uploads presentation slides or an ePoster in the harvester, the presenter can then record themselves speaking
over the presentation/poster within another task in the harvester. The Client set a limit as to how many time each presenter has
to record audio. Presenters can delete and re-record one slide or poster audio if desired.

Upload/Download Files

In lieu of using the audio presentation task, speakers can upload MP3 and MP4 files that can be made accessible to attendees for
viewing on the virtual event website. Please note that there are additional costs assessed when uploading or downloading files in
lieu of using the recording task feature.
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Virtual Event Site

See different client designs:https://www.eventscribe.com/2020/TileDemo/clientexamples.asp (https://www.eventscribe.com/
2020/TileDemo/clientexamples.asp)

CadmiumCD offers an integrated, mobile responsive online program product called the eventScribe Website. CadmiumCD's
eventScribe Website is populated via data from the Education Harvester and the Exhibitor Harvester.

• Customizable Tile Screen
• Sessions Searchable by Day, Track, Type, Speaker, Title and More!
• Gated/Integrated Access
• Multiple Sponsorship Opportunities
• Direct Integration with Education Harvester and Exhibitor Harvester
• Attendee Engagement Features like Q&A, Discussion Board and Video Chat
• The Virtual Platform Website is mobile responsive and available to use on tablets and phones. It is not an application, and

it does require an internet connection.
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Branding Elements

A custom tile screen is available for the Client to transform via a number of design elements according to their branding
guidelines. Text, colors and images used are decided by the Client.

Access sample sites, click here: https://www.eventscribe.com/2020/TileDemo/clientexamples.asp (https://www.eventscribe.com/
2020/TileDemo/clientexamples.asp)

Sponsorship Opportunities

• Tiles used for Sponsorships
• Rotating Banners on eventScribe Virtual Event
• Sponsored Symposia/Session Icons
• Sponsors List
• Commercials/Ads Played During Transition of Livestream Sessions
• Sponsorship Banner Displayed at Top of Livestream
• Inclusion of Videos/Brochures for Sponsors

See Appendix B for Sponsorship Opportunities Booklet.
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Access
Single Sign-On Integration

When using single sign-on, users arrive at the CadmiumCD product and are redirected to the registration/membership site
where they enter their credentials on a familiar login page. A return URL to our product is provided in the original query, and
after a successful authentication or account creation, the user is returned to our product. Profile data and access rights is then
also retrieved from the registration provider by our product.

Security
Measures in Place

Security Measures in Place

See Appendix A for CadmiumCD's Security White Paper.

+ GDPR compliant

+ PCI compliant

+ Support AES-256 encryption for data storage

+ Users opt-in to sharing their profile and Choose elements to share

+ A setting can be activated to where a user can only be logged into the site at one computer at time

+ CadmiumCD uses Rackspace to host their servers. Rackspace is ISO 27001 compliant
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Featured Functions
Tile Screen

The landing page of the eventScribe Website is based on a tile screen design. With this design, certain tiles can be used as quick
links to livestreams and other significant elements of the event.

Badges

Badges can be used to indicate presentations segmented into areas defined by the Client within the eventScribe Website. These
badges, then, can be listed on a legend for quick access by attendees. We recommend using badges like 'NEW' or 'LIVE WEBINAR'
to help indicate those types of sessions.

Featured Speakers

A list of Featured Speakers can be included for easy access - and users can click the name of the speaker to see all of the
sessions they're taking part in.

Invitation Only Events

All presentation records will show up for all attendees; however, elements of elements of the session (i.e. video chats,
recordings, handouts, videos) can be made available to only permitted attendees.

Schedule Builder

Attendees are able to favorite sessions, adding them to a personal schedule. Their schedule can be exported to their computer
calendar, word, excel and saved as a PDF. Their schedule can also be printed.
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eventScribe Virtual Event
Poster Gallery

The information that lives in the poster harvester feeds the poster area of the eventScribe Virtual Event. Attendees can access
the digital poster, poster audio, poster abstract and presenter information. The information can be automatically updated when
a change is made in the poster harvester. Posters can be released on a certain day and time.

Attendees can rate the eposters, engage in Q&A and a discussion board as well as a video chat.
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Posters can be browsed in a number of ways, including by day, theme, category, presenter and a thumbnail gallery:
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Session Details

Attendees access the presentation's details, including the abstract, learning objectives, speakers, and track/category, as well as
the supplementary recordings, slides, and handout materials. If the presentation is being Live Streamed the video button at the
bottom will be replaced with a button that says "Live." When an attendee click on the Live button they will be taken directly to the
Live stream. No need for an additional log in.

Each session includes the resources that the speaker listed as part of the session. Attendees can visit each session to download
the resources (slides and handouts) available with each session.

CadmiumCD can link to evaluations/surveys housed on another site.
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On-Demand Presentations

Attendees can proceed through the recording (captured through the Harvester) at their own pace as well as take notes while
viewing the presentation. Attendees can stop, start and go back to a previous element of the presentation. Notes are stored in a
notes summary.

If a session is livestreamed, the session can be made available after the event for on-demand access.

On-demand sessions are not edited before being published; however, users can re-record/delete recordings for particular slides.
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Live-streaming

CadmiumCD's eventScribe Live is a website where attendees can view the live-streamed sessions. Currently, the site can host up
to 20k attendees. It is integrated into the eventScribe Virtual Event Website, therefore they will have a seamless experience moving
between live streamed and on-demand presentations. Each Live stream channel has it's own site and we can accommodate
multiple concurrent channels per day (most clients are opting for 2-3).

The site can be branded with the event banner or include a sponsor banner and attendees can engage in a live chat.
CadmiumCD's production team will work directly with the speakers, provide rehearsal and produce the event. Post Live
streaming, our team will post the MP4 video files to the eventScribe site, thus building up the on-demand section.
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A video of the speaker can accompany their slide deck as they present:
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Streaming Support

On-Demand

Should a speaker use the harvester to record their presentation or poster, CadmiumCD considers this a purely on-demand
sessions. CadmiumCD does not edit any recordings made inside of the harvester. If a record is made in the harvester, the Client
can automatically release it on the website, or they can schedule a date and time for when the recording is made available on the
site.

Other On-demand options would include having the speaker upload a video they recorded outside of the Harvester (via Zoom or
GoToMeeting). In this case, the speaker uploads the video in the Harvester, CadmiumCD would process and post to the
appropriate location on the virtual event site.

Livestream

CadmiumCD's production team will work directly with the speakers to record the session, provide rehearsals and broadcast the
presentation. The presenters, then, can be brought onto the livestream to interact with the attendees with Q&A and discussion.
the Client does have the option to have the presenters present live during the livestream as well. The presentations can be
processed and made available for access on-demand.

CadmiumCD has created a tutorial to assist speakers: https://90af0f3e7394e7f0679d-
cd4886c59f77181c86c2341e2910ad5f.ssl.cf1.rackcdn.com/Creating%20an%20mp4%20video%20from%20home.mp4
(https://90af0f3e7394e7f0679d-cd4886c59f77181c86c2341e2910ad5f.ssl.cf1.rackcdn.com/
Creating%20an%20mp4%20video%20from%20home.mp4)

Simulive

The services available for simulive sessions are the same as livestream, except the CadmiumCD team will work in advance of the
livestream to record the speaker.
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Audience Engagement
Q&A
Attendees can submit questions to the speaker/moderators. The questions appear across all attendees who are viewing that
presentation. Attendees can ‘vote up' the questions, so they float to the top of the list. Speakers/moderators can respond to
questions on an ongoing basis as well as reject and delete questions.

Discussion Board
Attendees can contribute to an ongoing discussion board about a particular session. A moderator can remove comments, if
necessary. Think of it as your session's own private chat room!
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Video Chat Rooms

Video Chat Rooms are intended for small group discussion and can be password protected so that only a limited number of
people can join or only invited people can enter. They are ideal for a number of different applications, including focus groups,
board meetings, committee meetings and social activities.

Speakers and moderators can mute attendees as well as share their screen. Attendees can see other attendees in in the room.
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Attendee to Attendee Engagement

Attendees will be able to access a list of other users. From there, they will be able to contact the attendee if that attendee opted
into sharing their contract information.
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Virtual Exhibit Hall

Attendees can navigate an interactive exhibit hall to access additional information about exhibitors, including contact
information, the exhibitor's website and brochure.
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A logo wall can then display all of the exhibitor logos that are uploaded in the expo harvester. This list is response and
searchable. The Client can determine if some logos should be larger/more visible on the wall based on the package/size of the
exhibitor/sponsoring company.
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Enhanced Exhibitor Listing

The Client can choose have exhibitors enhance/upgrade their exhibitor listing with the inclusion of an introductory video,
product images, product videos, brochures, special artwork and other key information.
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As part of the exhibitor package or even an upgrade, the Client can elect for booth staff to be allocated video chat hours. So,
when an attendee accesses their listing, they can engage with an available staff member.
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Exhibitors can sponsor sessions. Their logo can appear next to the session and the session can be listed on their exhibitor listing.

See Appendix D for Virtual Upgrade Options.
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Product Showcase

In addition to the exhibitor listing, a Product Showcase can be included to highlight specific products. Exhibitors can be invited
into the harvester to complete a list of tasks to upload their photo, video, brochure and image.
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Then, attendees can view this information on the website and app:
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Lead Retrieval Features

Lead retrieval options can be turned on for exhibitors, allowing them detailed information about the attendees that clicked on
their booths.

Exhibitors are able to log into the Expo Harvester in order to access the report.

Detailed information about who clicked on the booth and the interaction they had with the booth is available.
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Sponsored Sessions

As part of the company listing, exhibitors can have sponsored sessions. With sponsors sessions, exhibitors can have their logo
posted under the session itself.
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Virtual Event Statistics

While Client can pull reports and create custom graphs, CadmiumCD offers a statistics package for each module. At any point
during Client's work with the platform, administrators can access a wide variety of visual statistics. These statistics are available
for each event Client houses within the system and the stats can be compared from one event to the next. Additionally, these
stats can be shared with individuals who do not have administrative access to mycadmium.

A Few Examples:
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Tracking Attendee Participation - Education Content
Attendee interaction with sessions and exhibitors can be tracked and exported both during and after the livestream. Various
ways of viewing the data is available in the system as well as export to Excel. The Client Administrators can see a breakdown of
each session to include views, favorites, and content downloads:
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Within the system a Client Administrator can click on a sessions and see who performed a certain action:
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Email Module

CadmiumCD offers a powerful email module that can be filtered to send reminder emails to the submitters, reviewers and
speakers. The email module is available in Conference Harvester and eventScribe Virtual Platform.

• Merge fields, or hotkeys, can be used to customize emails by inserting various data points such as scheduling or login
information.

• Distribution lists include, but are not limited to: submitters with incomplete (active) submissions, reviewers, reviewers
with incomplete (open) reviews, submitters with accepted or rejected submissions, speakers and custom distribution lists.

• Emails can be scheduled in advanced.
• Emails can be branded with the event banner.
• Emails can be sent from anyone in the client organization.
• Once sent, the client can track who has viewed the email and how many times.
• A client administrator can view the emails sent to a specific individual.
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Published Email:

AHME Institute 2021 Virtual Conference Product Upgrades Association for Hospital Medical Education

September 29, 2020 54



Technical Support FAQ

Support:

• How are support fees calculated?
• CadmiumCD can be hired to support to events beyond its regular business hours of Monday – Friday, 9 am – 5

pm ET. This can include support outside of regular hours or by joining a client onsite at a meeting or event.
Typically, off-hours support is contracted for the final hours leading up to a submission deadline or the
processing of presentations prior to an event. Off-hours support is $150/hour with a two hour minimum. Onsite
support is normally needed for app support or audio/video recordings. Onsite support is $750/day + travel/hotel
costs.

• How is technical support offered and for what hours?
• A technical support team is available during CadmiumCD's regular business hours of Monday – Friday, 9 am – 5

pm ET. The technical support team serves as the first responders to end user calls (i.e. submitters, reviewers,
speakers, exhibitors, and attendees), tickets and emails.

• What type of "emergency" support is available? For example, should the system go down the day of the submission
deadline, what kind of response time can be expected, and at what cost?

• As part of CadmiumCD's ticketing system called boomerangs, an ‘urgent' boomerang can be submitted. This type
of ticket immediate provides a phone alert to the Chief Technology Officer and the Client Experience Manager.
The urgent boomerang receives a response within 30 minutes of its submission. Cost is determined by the
nature of the ‘emergency' situation.

• How are system outages reported?
• For scheduled maintenance, CadmiumCD will post a message on the user login page. Scheduled maintenance

generally occurs between Saturday and Sunday at the early hours of the morning. For all outages, CadmiumCD
will send email notifications to administrative users.

• How is Customer support services accessed by speakers, reviewers and submitters?
• A technical support team is available during CadmiumCD's regular business hours of Monday – Friday, 9 am – 5

pm ET. The technical support team serves as the first responders to end user calls (i.e. submitters, reviewers,
speakers, exhibitors, and attendees), tickets and emails.

• On each page in the system, CadmiumCD lists a phone number and email address. Additionally, end users can
click a technical support tab that lists CadmiumCD's support hours, phone number, email address and a box to
submit a support ticket.

• Is technical assistance included for the duration of the submission period, with additional support capacity during high-
volume periods at the end of each submission period and in multiple time zones?
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• Yes; a technical support team is available during CadmiumCD's regular business hours of Monday – Friday, 9 am
– 5 pm ET. The technical support team serves as the first responders to end user calls (i.e. submitters, reviewers,
speakers, exhibitors, and attendees), tickets and emails.
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Abstract
The intent of this document is to provide immediate answers to questions relating to the data 
security of CadmiumCD.  CadmiumCD operational and physical processes and procedures are 
specifically detailed herein as they pertain to organizational security capability and the information 
assurance afforded to data and information stored, processed, and transmitted using CadmiumCD’s 
server and production network infrastructure. 

Introduction
CadmiumCD provides services for event management and attendee engagement designed to 
increase workflow and productivity for meeting planners through a hybrid cloud infrastructure.  
These services are provided by way of CadmiumCD’s purpose-built software suite, server 
infrastructure, and network infrastructure.  Data and information security is paramount to the 
organization—CadmiumCD maintains quarterly PCI-DSS compliance and annually reviewed 
information security policies & procedures.  CadmiumCD has contracted The Newberry Group, 
a cybersecurity provider, to enforce enterprise information security policies and to consult for 
configuration management.

Infrastructure Overview
CadmiumCD’s server and network infrastructure is physically divided into two separate areas but 
functions seamlessly and logically as one enterprise configured as a hybrid cloud.  Part of the 
infrastructure is located on premise at CadmiumCD Headquarters at 19 Newport Drive, Suite 1, 

Forest Hill, MD 21050 and the other portion 
of infrastructure is hosted by Rackspace, an 
IaaS provider.  The Newberry Group consults 
for and manages logical information security 
and configuration controls for both locations.  
CadmiumCD is responsible for physical security 
at its facilities and Rackspace is responsible for 
security at its facilities hosting infrastructure for 
the enterprise. 
 
Physical, logical, information configurations 
and security controls for the CadmiumCD’s 
production systems are administered and 
implemented by Rackspace at their facility in 
Dallas, Texas as a part of the vendor’s Global 
Infrastructure.  These configurations are 
implemented in accordance with best practice, 
Payment Card Industry Data Security Standard 
(PCI-DSS), General Data Protection Regulation 
(GDPR) 2016/679, System and Organization 
Controls (SOC), and The International 
Organization for Standardization (ISO).
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Network Diagram
CadmiumCD Responsibilities (Security)
CadmiumCD enterprise infrastructure is comprised of hardware, software, networking devices, and 
the facilities which run services provided by the organization.  Protection and regulatory compliance 
of this infrastructure is a primary focus of the organizational information security capability. To 
facilitate information assurance and regulatory standards, CadmiumCD has contracted The 
Newberry Group (Newberry) as a Lead Information Risk Manager to perform information security 
audits, advise with cybersecurity matters, and to provide services in an independent third-party 
capacity. Newberry provides quarterly security assessments against Payment Card Industry Data 
Security Standard (PCI-DSS) standards ensuring that security controls and configurations are 
practical and effective in achieving standards prescribed by the PCI Framework.  In addition to risk 
management, Newberry provides guidance for the organization’s security boundary, executing 
firewall administration. 

Customer Responsibilities (Security)
CadmiumCD event management and attendee engagement software provide clients Platform As A 
Service (PaaS) and Software As A Service (SaaS) leveraging the enterprise infrastructure. Through 
CadmiumCD PaaS and SaaS meeting planners can: collect conference content, manage speaker/
exhibitor data, affect sponsorship sales, enhance the overall event experience for attendees, and 
access projects through a hybrid cloud-based platform.  

Abstract Scorecard provides the ability to aggregate conference abstracts, announce call for 
papers, collecting of award submissions, review of the same for publication purposes, and 
acceptance of grant applications. Conference Harvester facilitates management of speaker and 
exhibitor content.  eventScribe delivers tools for designing event apps, conference websites, 
tradeshow floor plans, posters, and digital signage.  Conference Proceedings allows for session 
recording, content production, and media distribution.  Exhibitor Portal provides advertising, 
sponsorship sales, and exposition event management.  Hermes SRR facilitates content sharing with 
attendees.

Policies & Procedures
Policies are the cornerstone of information security and provide the foundation for information 
assurance.  CadmiumCD has developed a comprehensive, business-approved information 
security policy set enforced by practical security controls managed by a third-party organization, 
Rackspace. CadmiumCD’s information security policy set has been scoped and tailored to support 
the unique requirements of PCI-DSS, General Data Protection Regulation (GDPR), and other current 
cybersecurity best practices.  These policies are reviewed and revised annually to assess their 
effectiveness.

Infrastructure Security
Access Controls
CadmiumCD defines information system accounts as user and administrator for production systems 
which are used by clients when they purchase any one of the organization’s platforms.  External 
agreements (i.e. Service Level Agreements) between CadmiumCD and a given client identify 
resources for these types of accounts.  Designated administrators, or ‘Super-Administrators’ are 
given permissions of Account Management within the purchased platform. Account managers are 
responsible for establishing group and role membership; authorized users; access authorization; 
and any required, additional security attributes on behalf of the purchasing organization.
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Account managers can create, delete, modify, disable, or remove 
accounts as required, pursuant to the Service Level Agreement (SLA).  
Account managers are responsible for monitoring the usage of system 
accounts but CadmiumCD reserves the right to log, audit, and report 
account activities in accordance with PCI-DSS and GDPR for the purpose 
of forensic and other security operations.  Account managers must notify 
CadmiumCD when administrator accounts are no longer required.  

CadmiumCD production systems enforce only approved authorizations 
pertaining to logical access to data or information in accordance with corporate policy.  Information 
flow control is enforced by logical security configurations on each production platform in 
accordance with the Brewer Nash model to facilitate microsegmentation between clients using the 
same production system.  The production environment is further segmented from unauthorized, 
external traffic by the security boundary through intrusion detection/prevention systems (IDPS) and 
strategically placed Cisco ASA firewalls.

Zones within the production environment are configured to enhance information flow enforcement 
to maximize confidentiality between clients storing, transmitting, and processing data.  Separation 
of duties falls under the responsibilities of designated account managers and it is their responsibility 
to define access authorizations and separation of duties.  
CadmiumCD limits access to production systems to only authorized users as well as the types 
of transactions these users can perform in accordance with any SLAs generated between the 
organization and clients.  As a matter of best practice and regulatory standards, CadmiumCD 
employs the principle of least privilege in the provisioning of account manager objects or other 
required objects. 

As a matter of security users (or administrators), who exceed unsuccessful login attempt thresholds 
will have their account locked to prevent brute force attempts; password fields on user portals 
obscure key entries; and sessions with production systems will expire after a given period of 
inactivity.  Remote connections with production systems are secured through Transport Layer 
Security (TLS).  Account Managers are permitted to execute privileged commands within their 
provided production platform during remote sessions increase workflow.
Publicly accessible content for CadmiumCD is available at the corporate website.  This information 
is reviewed and sanitized prior to publication to ensure that it does not contain sensitive information 
or introduce risk to the organizational security capability.  Publicly accessible content generated 
and published by clients is the responsibility of the client.
Privacy and security notices are provided by CadmiumCD to all affected clients in the event of a 
security incident or security breach in accordance with GDPR and best practice.

Audit & Accountability
CadmiumCD generates and retains audit logs for all of its production systems for the purposes of 
continuous monitoring in accordance with PCI-DSS and GDPR.  Client accounts are monitored for 
malicious activity, potential security violations, or other risks to security of the infrastructure. These 
logs are reviewed routinely by the organization for safety purposes.  Audit records contain security 
related analytical data in addition to timestamps to facilitate forensic investigations augmenting 
incident response operations.  

Auditing systems and tools are protected from unauthorized access, modification, and deletion—
these systems cannot be accessed by client accounts.
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Assessment & Authorization
Security assessments are conducted by the Lead Information Risk Manager (Newberry) in 
accordance with NIST SP 800 – 115 ‘Information Security Testing & Assessment’ with adherence to 
CadmiumCD corporate policy.  CadmiumCD undergoes quarterly PCI-DSS assessments in order to 
maintain compliance with the latest iterations of the regulation.  The results of these assessments 
are provided to CadmiumCD business owners.  Newberry creates Plan of Action & Milestones 
(POA&M) for all security gaps uncovered during these assessments and provides guidance on 
issue remediation as required.  The purpose of the assessment is to determine the effectiveness of 
current security controls in use on production systems.

Continuous Monitoring
CadmiumCD monitors logs of production systems, intrusion detection, intrusion prevention, and 
all other indicators presented by systems comprising the production environment on a daily basis.  
Indicators are determined by corporate policy but at a minimum any and all indicators stipulated by 
PCI-DSS and GDPR are monitored.  

Configuration Management
Baseline configurations for CadmiumCD information systems are created, documented, and 
maintained by the Information Technology Manager.  These baselines are reviewed and updated 
when there are significant changes to the production environment as a part of configuration control.
  
Change Control Management
CadmiumCD’s Change Control Management Committee determines which changes to information 
systems are configuration-controlled.  This committee is comprised of business owners and 
Information Technology Management and under advisement by Newberry.  The committee reviews 
all proposed changes prior implementation and is responsible for approving and disapproving 
all changes within the production environment housed at Rackspace.  Physical configurations 
pertaining to the production environment are managed by Rackspace and are out of scope for the 
Change Control Management Committee.  Logical changes authorized by Rackspace are in scope 
for the committee and follow the corporate change control process.

Logical, authorized changes which have been implemented are documented by the organization, 
CadmiumCD and Newberry; physical changes are documented by Rackspace and the archives 
retained for an indefinite period by the vendor.  Oversite for all changes is provided by Newberry 
for the committee.  Change control meetings are convened when configuration-controlled systems 
require such changes.  

Newberry performs security impact analysis of all proposed changes prior to their implementation.  
The purpose of this analysis is to determine if the change introduces negative or positive risk as 
well as ensuring that the proposed configuration meets regulatory standards and security best 
practices.  Configuration-controlled changes must be authorized prior to implementation within the 
production environment.

Client platforms and software operating within the production environment are mutually exclusive 
and do not affect the infrastructure of the production environment insomuch as beyond the 
container, segment, or operating space stipulated by SLA or other business agreements.
Changes may be proposed by any Client through a Development Request (DR).  Proposed changes 
must be authorized by the Lead Developer for the platform that will be affected.  The DR will 
be presented to the Change Control Committee and subject to the configuration management 
process.
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Information System Component Inventory
CadmiumCD maintains, updates, and documents an inventory of information systems comprising 
the production environment.  Due to the physical systems residing at Rackspace’s datacenter, the 
vendor conducts the same process; Rackspace’s inventory of systems is retained indefinitely and 
serves as a redundant process.  These inventories present the most current listing of systems, lists 
all systems within the security boundary, provides enough information for tracking and reporting 
purposes, and is reviewed routinely to ensure accuracy.

User Installed Software
Clients are only allowed to install software, software code, or other applications as stipulated by 
business agreements between both organizations for safety purposes.  This policy is enforced by 
continuous monitoring for unauthorized software or potential risk.

Contingency 
All production systems reside within Rackspace’s datacenter and therefore all contingencies, up 
to and including disasters, are subject to Rackspace’s contingency plan*. CadmiumCD conducts 
regular backup of all data stored at Rackspace’s datacenter. Full backups occur weekly and 
incremental backups of all servers and databases are conducted daily. CadmiumCD reserves a 
2-week retention time for all backups of data. Logs of production systems are retained for at least 1 
year. Backups are tested for accuracy routinely for quality assurance and availability.

*This contingency plan can be made available by request to CadmiumCD
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Data Privacy
CadmiumCD’s privacy policy can be found at https://www.cadmiumcd.com/CadmiumCD/privacy.asp.*

*Additional information on data privacy is available upon request to CadmiumCD

Incident Response
CadmiumCD Data Breach Response Team performs incident response operations on production 
systems concerning breach of client or other sensitive information. The Data Breach Response 
Team is available 24/7, year-round to affect incident response operations pertaining to data 
exfiltration.  Once a data breach is reported to the Data Breach Response Team Leader, the team 
the following operations are executed:

Validation or triage of the systems involved in the data breach;
Ensure proper and impartial investigation (including digital forensics, if necessary) is initiated, 
conducted, documented, and concluded;
Identification of remediation requirements and resolution tracking;
Reporting findings to stakeholders, clients, business units, or other entities as required;
Coordination with appropriate State, Federal, Legal, or other authorities as needed;
Ensure that impacted data subjects are properly notified, when necessary in accordance with PCI-
DSS and GDPR regulations on reporting data breaches;
Recording the incident in the Data Breach Register; and 
Providing POA&Ms for security gaps.
Incident response capability at the Rackspace facility is operated, executed, and maintained by the 
vendor*. 

*Rackspace incident response plans and procedures can be made available upon request to 
CadmiumCD

External Media Submission 
If sensitive information is received from outside the organization, CadmiumCD’s Chief Technology 
Officer is responsible for its classification in accordance with corporate media handling policy.

Media Marking
CadmiumCD determines the level of media sensitivity and classifies the data, system, or other 
object based on the following criteria: 

Value of information based on results of a security impact analysis as a part of risk assessment;
Sensitivity and criticality of information presented based on the highest risk calculated for each 
information item during risk assessment; and
Legal and contractual obligations.

www.CadmiumCD.com Page 6 –  CadmiumCD’s Data Security
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*Information classified as “Internal use” must be accompanied by a list of authorized persons in 
which the information owner specifies the names or job functions of persons who have access 
rights to the information if external entities will have access to such a document.

**Information classified as “Restricted” and “Confidential” must be accompanied by a List of 
Authorized Persons in which the information owner specifies the names or job functions of persons 
who have the right to access that information.

Information labeling 
Classification levels are applied in the following fashion: 

Paper documents:
The classification is indicated in the top right corner of each document page; it is also indicated on 
the front of the cover or envelope encasing the document as well as on the filing folder in which the 
document is stored.

Electronic documents:
The classification is indicated in the top right corner of each document page.

Information systems:
The classification in applications and databases is indicated on the system access screen, as well 
as in the top right corner of each consecutive screen displaying confidential information. 

Electronic mail:
The classification is indicated in the first line of the e-mail body.

Electronic storage media (disks, memory cards, etc.):
The classification is indicated on the top surface of such a medium.

Classification Levels

Classification 
Level

Labeling Classification Criteria Access Restriction

Public

Restricted**

Internal use*

PUBLIC

RESTRICTED

INTERNAL USE 

CONFIDENTIAL

Making the information public 
cannot harm the organization in 

any way

Unauthorized access to 
information may considerably 

damage the business and/or the 
organization’s reputation

Unauthorized access to 
information may cause minor 

damage and/or inconvenience 
to the organization 

Unauthorized access to 
information may cause 

catastrophic (irreparable) 
damage to business and/or to 
the organization’s reputation 

Information is available to the 
public

Information is available only to 
a specific group of employees 

and authorized third parties 

Information is available to all 
employees and selected third 

parties

Information is available only to 
individuals in the organization 
and those whom have signed 
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Handling Sensitive Information 
Procedures for accessing classified information are presented in the table below.  Each incident 
related to handling classified information, spillage, must be reported in accordance with the Data 
Breach Response and Notification Procedure.

Information assets may be taken off-premises only after obtaining authorization.

NOTE: Controls are implemented cumulatively controls for any confidentiality level imply 
the implementation of controls defined for lower confidentiality levels if stricter controls are 
prescribed for a higher confidentiality level, then only such controls are implemented. 

Internal Use

Restricted*

Confidential*

Paper Documents

• Only authorized persons may have access

• If sent outside the organization, the document must 
be sent as registered mail

• Documents may only be kept in rooms without 
public access

• Documents must be frequently removed from 
printers or fax machines 

• The document must be stored in a locked cabinet

• Documents may be transferred within and outside 
the organization only in a closed envelope

• If sent outside the organization, the document must 
be mailed with a return receipt service

• Documents must immediately be removed from 
printers or fax machines 

• Only the document owner may copy the document

• Only the document owner may destroy the document 

• The document must be stored in a safe 

• The document may be transferred within and outside 
the organization only by a trustworthy person in a 
closed and sealed envelope

• Faxing the document is not allowed

• The document may be printed out only if the 
authorized person is standing next to the printer

Internal Use

Restricted*

Confidential*

Electronic Documents

• Only authorized persons may have access

• When files are exchanged via services such as FTP, 
instant messaging, etc., they must be password 
protected

• Access to the information system where the document 
is stored must be protected by a strong password  

• The screen on which the document is displayed must 
be automatically locked after 30 minutes of inactivity 

• Only persons with authorization for this document 
may access the part of the information system where 
this document is stored

• When files are exchanged via services such as FTP, 
instant messaging, etc., they must be encrypted

• Only the document owner may erase the 
document 

• The document must be stored in encrypted form

• The document may be stored only on servers which 
are controlled by the organization

• The document must not be exchanged via services 
such as FTP, instant messaging, etc.
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Internal Use

Restricted*

Confidential*

Information Systems

• Only authorized persons may have access

• Access to the information system must be protected 
by a strong password

• The screen must be automatically locked after 30 
minutes of inactivity

• The information system may only be located in rooms 
with controlled physical access

• Data must be erased only with an algorithm which 
ensures secure deletion 

• Users must log out of the information system if they 
have temporarily or permanently left the workplace 

• Access to the information system must be controlled 
through an authentication process using smart cards 
or biometric readers 

• The information system may only be installed on 
servers controlled by the organization

• The information system may only be located in 
rooms with controlled physical access and identity 
control of people accessing the room

Internal Use

Restricted*

Confidential*

Electronic Media Storage

• Only authorized persons may have access

• Media or files must be password protected 

• If sent outside the organization, the medium must be 
sent as registered mail

• The medium may only be kept in rooms with 
controlled physical access 

• Media must be stored in a locked cabinet

• Only the medium owner may erase or destroy the 

• Media and files must be encrypted

• If sent outside the organization, the medium must be 
mailed with a return receipt service

• Media may be transferred within and outside the 
organization only by a trustworthy person in a closed 
and sealed envelope

• Media must be stored in a cabinet that can be 
locked.

Internal Use

Restricted*

Confidential*

Electronic Mail

• Only authorized persons may have access

• The sender must carefully check the recipient

• All rules stated under “Information systems” apply 

• All rules stated under “Information systems” apply• Only authorized persons may have access

• The sender must carefully check the recipient

• Only authorized persons may have access

• The sender must carefully check the recipient

• All rules stated under “Information systems” apply
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Media Storage
The infrastructure for the CadmiumCD production environment resides at the Rackspace 
Datacenter in Dallas, Texas.  Rackspace maintains physical security of the information systems and 
physical media within their physical security boundary*.

*Rackspace physical security policy can be made available upon request to CadmiumCD 

Physical & Environmental Protection
The infrastructure for the CadmiumCD production environment resides at the Rackspace 
Datacenter in Dallas, Texas.  Rackspace maintains physical and environmental protection of the 
information systems and physical media within their physical security boundary*.

*Rackspace physical and environmental security policy can be made available upon request 
to CadmiumCD  

Vulnerability Scanning
Newberry conducts vulnerability scanning of all production systems housed at the Rackspace 
datacenter.  These scans are conducted in accordance with PCI-DSS to enumerate software flaws 
and improper configurations.  The vulnerability reports are analyzed and reported to CadmiumCD 
Information Technology Manager.  Newberry generates POA&Ms for remediation of any and all 
security gaps discovered during the scanning operations.  Resultant changes are routed to the 
Change Control Committee and through the change management process.

Human Resources
CadmiumCD Human Resources screens all personnel prior to employment using a third-party 
service provider, BCS Background Screening LLC.  All users with job duties requiring the usage 
of organizational information assets must undergo background checks prior to being provided 
authorization to access information systems and information system components within the 
enterprise.  As a part of the new hire process, personnel are required to sign nondisclosure 
agreements in accordance with organizational policy.  CadmiumCD nondisclosure agreements 
enable the enforcement of information assurance confidentiality policies and prevent 
indemnification for security events involving unauthorized disclosure of data or information which 
could potentially pose a risk to the organization.

Personnel who violate nondisclosure agreements or associated policies are subject to sanctions 
and which can include litigation or other legal proceedings.  In accordance with organizational 
policy, personnel subject to termination are provided an exit brief detailing the terms of separation 
from the organization, surrender of all business assets, and decommissioning of all identifiers and 
authenticators associated with the individual. 

Internal Use

Restricted*

Confidential*

Information Transmitted Orally

• Only authorized persons may have access to 
information

• Unauthorized persons must not be present in the 
room when the information is communicated

• The conversation must not be recorded• The room must be soundproof

• Conversation conducted through a means of 
communication must be encrypted 

• No transcript of the conversation may be kept
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Page 1 eventScribe Live Sponsorship Opportunities – v2020-01

About eventScribe Live

ABOUT EVENTSCRIBE LIVE
The next best thing to face-to-face is meeting online. That’s why we’ve built a virtual 
events platform that recreates all the best things about city-wide conferences and trade 
shows. To learn more, visit https://cadmiumcd.com/products/virtual/overview.
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Video
Chat
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Page 3 eventScribe Live Sponsorship Opportunities – v2020-01

Sponsorship #1:
Featured Logo

Required Images (width x height)

1 720 pixels wide x 216 pixels high

Video Chat Logo
A highlighted logo can be added at 
the top left corner of video chats on 
desktop and mobile. The image can 
link to an external URL.
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Page 4eventScribe Live Sponsorship Opportunities – v2020-01

Sponsorship #2:
Top Banner

Required Images (width x height)

1 1,280 pixels wide x 200 pixels high

Top Banner
A rotating banner ad at the top of 
the screen can be added to video 
chats on desktop and mobile. 
This banner can be linked to an 
external URL.
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Live
Stream
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Page 6eventScribe Live Sponsorship Opportunities – v2020-01

Sponsorship #3:
Live Stream Banner Ad

Required Images (width x height)

1 1,280 pixels wide x 200 pixels high

Banner Ad
This banner displays prominently at 
the top of an eventScribe Live feed, 
and can be linked to an external 
URL.
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Page 7 eventScribe Live Sponsorship Opportunities – v2020-01

Sponsorship #4:
Live Stream Skinny Banner Ad

Required Images (width x height)

1 640 pixels wide x 50 pixels high

Skinny Banner
This banner displays below at the 
streaming video of an eventScribe 
Live feed, and can be linked to an 
external URL.
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Additional
Ideas
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Page 9 eventScribe Live Sponsorship Opportunities – v2020-01

Sponsorship #9:
ePoster Gallery Logo Highlight

Required Images (width x height)

1 480 pixels wide x 200 pixels high

Poster Gallery 
Sponsor
Sponsor an event’s ePoster Gallery 
to prominently display your company 
logo at the top of the digital poster 
gallery. This logo can be linked to an 
external URL.

78September 29, 2020

Association for Hospital Medical EducationAHME Institute 2021 Virtual Conference Product Upgrades



Page 10eventScribe Live Sponsorship Opportunities – v2020-01

Sponsorship #10:
Exhibitor Floor Plan Logo Highlight

Required Images (width x height)

1 480 pixels wide x 200 pixels high

Exhibitor Floor Plan 
Sponsor
Sponsor an event’s Exhibitor Floor 
Plan to prominently display your 
company logo at the top of the 
digital floor plan. This logo can be 
linked to an external URL.
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Page 11 eventScribe Live Sponsorship Opportunities – v2020-01

Sponsorship #11:
Website Home Page Highlights

Sponsor Banner
Exhibitors can include a logo in 
a digital sponsor banner that will 
display on the home page of an 
eventScribe Virtual Event.

Sponsor Tiles
Much like the eventScribe App, 
exhibitors can sponsor home 
screen tiles on the home page of 
an eventScribe Virtual Event!
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Page 12eventScribe Live Sponsorship Opportunities – v2020-01

Sponsorship #12:
Exhibitor Browsing Options

Exhibitor Browsing
Attendees can visually browse companies, or search 
for specific terms to seek out companies they want to 

interact with.
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Virtual Expo
Hall Upgrades

Exhibitors can now have their own virtual 
expo booth! This displays as a pop-up, where 

attendees can navigate tabs to find information. 
Attendees can also favorite, tweet, and like 

virtual booths, and request information directly 
from the expo hall pop up.
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Page 14eventScribe Live Sponsorship Opportunities – v2020-01

Virtual Expo About Page
The About tab includes a company bio, exhibitor badges 

and tags, and a highlight image.

Virtual Booth Upgrade #1:
About Tab
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Page 15 eventScribe Live Sponsorship Opportunities – v2020-01

Virtual Expo Resources Tab
Include a slideshow of images, which attendees can 

view in fullscreen for a closer look.

In addition, resources such as videos, PDFs, and external 
links can be added to the resource link panel.

Virtual Booth Upgrade #2:
Resources Tab
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Page 16eventScribe Live Sponsorship Opportunities – v2020-01

Virtual Expo Sales Booth
Offer sponsor breakouts, meetups, and video chat 

sessions! This feature allows attendees to view sales 
reps, their availability, and the ability to immediately 

begin chatting.

Virtual Booth Upgrade #3:
Video Chat Tab
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Page 17 eventScribe Live Sponsorship Opportunities – v2020-01

Virtual Expo Scavenger Hunt Tab
Virtual Scavenger Hunts can be just as fun as being 

on the real expo floor - Sponsor a question, or sponsor 
the leaderboard! Attendees can scan an exhibitor’s 
individual QR code to access the scavenger hunt 

question. 

Virtual Booth Upgrade #4:
Scavenger Hunt
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Page 18eventScribe Live Sponsorship Opportunities – v2020-01

Host Giveaways at Your Virtual Booth!
Drive more interaction with your virtual expo booth by 
offering a giveaway. This button will be visible on the 
Virtual Expo Popup no matter which tab you are on.

Virtual Booth Upgrade #5:
Giveaway Button

87September 29, 2020

Association for Hospital Medical EducationAHME Institute 2021 Virtual Conference Product Upgrades



Looking for more 
Sponsorship Opportunities 

within CadmiumCD’s 
Event  App Website?

eventScribe App
Sponsor Guide

eventScribe Websites
Sponsor Guide

go.cadmiumcd.com/AppSponsorship go.cadmiumcd.com/WebsiteSponsorship

Page 19 eventScribe Live Sponsorship Opportunities – v2020-01
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© Copyright 2020 CadmiumCD. All Rights Reserved.

89September 29, 2020

Association for Hospital Medical EducationAHME Institute 2021 Virtual Conference Product Upgrades



Completing the 
Presentation Task 

For Slides

www.cadmiumcd.com
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Completing the 
Presentation Audio 

Task for Slides
Follow the steps below to complete Presentation 
Audio Task for your upcoming conference in which 
you are presenting. Please read the closing notes 
before beginning the recording or your audio.
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Login to the Conference Portal
You will be sent a welcoming email from 
your conference manager inviting you into 
the Event or Conference portal. That email 
will contain the login credentials and a link 
for the portal. Click on the link and enter 
your login credentials as seen to the left.

Your Task Page
Your Task List page will define the set of tasks 
the conference manager has assigned to you 
in order to gather the information needed for 
this event.

Complete the Privacy Notice
If this is your first time logging into the 
Conference portal, you will need to read 
and sign the Privacy Notice. You will only 
need to complete this notice once. Anytime 
thereafter, when you login, you will advance 
directly to your task page.

Before you complete or advance to the 
Presentation Audio task you must first upload 
the presentation slides for which you will 
eventually record the audio. From the Task
List page, click once on the blue text 
indicating the task name to select the task 
appropriate for uploading your presentation.

1

3a

2

3b
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Upload Presentation Slides
If you are assigned to more than one 
presentation, you will first need to choose 
the presentation title you wish to add slides 
for. To do this, click on the blue text of the
Presentation Title.

Once your presentation has been uploaded, 
it typically takes about 5 minutes for your 
slides to process before you can begin to add 
audio via the presentation audio task.

Once the page refreshes be sure to read 
the informational text. To upload your 
presentation files, click on the ‘Choose File’ 
button to locate your presentation file on
your computer. Once your file has been 
selected, click the ‘Submit File(s)’ button to 
complete the upload. Depending on the 
size of your presentation, you may see a 
progress bar display until your file has been 
uploaded completely.

Once enough time has elapsed, return to 
your task list and click on the Presentation 
Audio task. Again, if you are assigned to more 
than one presentation, you will first need
to choose the presentation title you wish to 
add slides for. To do this, click on the blue 
text of the Presentation Title.

4a

4c

4b

4d
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Record Your Presentation Audio
The slides for your presentation will be 
displayed at the bottom of this page. There 
will be informational text telling you allowed 
audio time for your presentation. There is 
also a checkbox where you can indicate
if there will be no audio for this presentation. 
To begin recording click directly on the first 
slide in your slide deck.

Directly above the recording button is an 
audio indicator. This indicator will show as 
a green bar if audio is being detected while 
you are speaking. If this is not showing green 
as you are speaking ensure your microphone 
is turned on.

The bottom of the screen will display the 
slide to which you are recording audio. You 
will see instructions directly above the ‘Start 
Recording’ button telling how much time 
you have recorded so far, the maximum 
amount of recording time for a single slide 
and the maximum amount of time for the 
entire presentation. The slide itself will 
display some action buttons allowing you to 
advance to the next slide, return to the page
showing all slides, and an indicator showing 
the percent of slides currently with audio. To 
start recording, click on the blue ‘Start
Recording’ button.

When you are finished recording, click the 
‘Stop Recording’ button. This button will 
immediately be replaced with audio controls, 
a ‘Save Recording’ button and a ‘Delete’ 
button. You can play back what you just 
recorded and, if satisfied, click the ‘Save 
Recording’ button to advance to the next 
slide. If you want to re-record the audio for 
your slide, click the ‘Delete’ button and start 
the record process again.

5a

5c

5b

5d
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Continue recording and advancing,  
progressing through your slide deck. You 
may have a slide or slides that do not require 
audio associated with it. The slide when 
viewed in eventScribe products, the website 
and the app, will remain viewable for the 
duration of the audio before automatically 
advancing to the next slide when played. 
Click on the ‘Start Recording’ button and say 
nothing for the amount of time you’d like to 
display that slide. Hit ‘Stop Recording’ when 
enough time has elapsed, and then  Save 
Recording’. This slide will now be viewable 
for the dead air time you recorded.

Move your cursor to the ‘Complete Task’ 
button at the top of the page and click on it.

You have advanced through your slide deck 
and completed the audio recording for each 
slide. Arriving at the last slide and saving 
recording will advance you to this page 
showing. You will see the audio progress 
bar as 100% for your presentation. Notice 
a green border around each slide. This 
indicates that the slide has completed audio 
associated with it. You are now ready to 
complete this task.

Task Completed
This will return you to your presentation 
list. If this is the last or only presentation 
you have you are finished and can either 
continue with other tasks or log out. If you 
have other presentations associated with 
this conference you will need to repeat this 
process in order to have the task marked as 
complete on your task list page.

5e

5g

5f

6
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Closing Notes

• Starting this process requires a welcoming email from your 
conference manager for your conference.

• The email you will receive should include both the login 
page link and your login credentials.

• You will upload your presentation file; acceptable file types 
are: .ppt; .pptx; .pps; .ppsx; .key; and .pdf. Please note that 
any animation or embedded videos within your presentation 
will not play when converted to a single image slide within 
your presentation deck.

• The device from which you are recording your audio will 
need a functioning microphone. This can be an integrated 
microphone (one that comes included with your laptop/
desktop) or one that can be connected externally.

• Once slides are updated and all audio has been submitted, 
the slides and your audio will be immediately available in the 
eventScribe Website and/or eventScribe App associated with 
your conference.

• If you change the number of slides in your presentation you 
will need to upload the new presentation. This will replace 
the old presentation. You will then need to go in and start 
the recording process from the beginning.

• If you reference a slide you had posted previously, you may 
want to include it again in your slide deck at the point in 
which you reference it.
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Virtual Upgrade Options
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